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Abstract

The paper proposes a simple statistical methodology for predicting and forecasting
cyber-attacks. The procedure models the duration, de�ned as the number of days from
one cyber-attack to the next ones, relying on the ARMA(1,1)/PARCH(1,1) speci�ca-
tion, with the aim to also describe the evolution of the conditional volatility of the
duration. The empirical analysis is based on disruptive, exploitive as well as mixed and
undetermined cyber-attacks perpetrated by criminals and reports in sample and out-
of-sample results of the statistical methodology, showing several metrics of performance
and goodness of �t.
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1. Introduction

Cyber-attacks are a signi�cant threat in the digital age and necessitates the development

of reliable methods able to predict and forecast them. They can be de�ned as intentional

e�orts to steal, expose, alter, disable, or destroy data, applications, or other assets through

unauthorized access to a network, computer system or digital device. By one estimate,

cybercrime will cost the world economy USD 10.5 trillion, by the end of the year 2025.

Cyber-attacks can disrupt, damage, destroy businesses and can be considerably more

costly than others. Some of the most common types of cyber-attacks include: malware,

social engineering, denial-of-service attacks, account compromise, man-in-the-middle attacks

and supply chain attacks. In particular, ransomware attacks are a subcategory of malware

attacks, evolved in the last few years. They have the aim to limit a computer system's access

or encrypt �les in exchange for payment, generating data loss, �nancial and business risks,

and damage to reputation.

This paper proposes a simple statistical methodology for predicting cyber events. The

statistical approach models the duration, de�ned as the number of days from one cyber event

to the next ones, relying on the AutoRegressive Moving Average model (ARMA), with one

own lagged variable and one moving average term as well as on the Power Autoregressive

Conditional Heteroskedastic model (PARCH), introduced by Ding et al. (1993), for describ-

ing the evolution of the conditional variance of the duration, as a metric of uncertainty.

The empirical analysis relies on the series of the durations related to cyber events, clas-

si�ed and collected by the Center for International & Security Studies at the University of

Maryland (Harry and Gallagher 2018) and discusses the summary and descriptive statistics,

the estimation results of the statistical methodology, the metrics for evaluating the goodness

of �t of the model as well as the forecasting results, based on 50% of the durations for the

cyber events.

The selected statistical models for the durations related to cyber events, based on Akaike,

Schwartz and Hannan-Quinn information criterions, are respectively the following: ARMA(1,1)
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with PARCH(1,1) variance and normal errors, for DISRUPTIVE cyber-attacks; ARMA(1,1)

with PARCH(1,1) variance and generalized errors distribution, for EXPLOITIVE cyber-

attacks; ARMA(1,1) with PARCH(1,1) variance and normal errors, for MIXED and UNDE-

TERMINED cyber-attacks.

The empirical results also report the percentages of correctly forecasted cyber-attacks,

based on the comparisons of the realized durations and the rounded one-step ahead forecasts

(static forecasts) of the durations. The out-of-sample analysis is performed on 50% of the

observations. In particular, rounding the static forecasts of the durations approximate them

to the closest values. The standard rounding procedure for the number of the forecasted

days involves reducing the number of days by signi�cant decimal digits, while retaining the

general magnitude or size of the original number1.

The percentage of correctly forecasted DISRUPTIVE cyber-attacks is equal to 18.83%;

whereas, the percentage respectively increases to 55.15% and 33.03% for EXPLOITIVE as

well as MIXED and UNDETERMINED cyber-attacks.

The rest of the paper is organized as follows: Section 2 discusses the data and provides

some summary statistics. Section 3 reviews the statistical methodology. In Section 4 are

reported the empirical results; whereas, Section 5 concludes the paper.

2. Data and Descriptive Statistics

Following the taxonomy provided by Harry and Gallagher (2018), that also considers the

studies proposed by Howard and Longsta� (1998) and Kjaerland (2005), cyber events are

classi�ed by types. In particular, the database focuses on n. 1189 disruptive, n. 3490

exploitive as well as n. 1284 mixed and undetermined cyber events perpetrated by criminals,

although the motivations behind cyber-attacks can also be politicals and personals. The

1The result of the rounding is less accurate than the original number, but simpli�es the calculations and
provides an approximative value of the number of days.
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data are from the CISSM Cyber Attacks Database (https://cissm.umd.edu/cyber-events-

database), collected by the University of Maryland and for the period from January 1st,

2014 to February 15th, 20242.

Disruptive cyber events are cyber-attacks that cause a signi�cant disruption to the nor-

mal operations of a system, service, or network. These events can impact an organization's

ability to produce, deliver, or communicate, leading to downtime, reduced productivity, and

�nancial losses. Disruptive e�ects can be classi�ed into �ve sub-categories: Message Manip-

ulation, External Denial of Service, Internal Denial of Service, Data Attack, and Physical

Attack.

Exploitive cyber events are cyber-attacks designed to steal information rather than to

disrupt operations. Hackers may be seeking customer data, intellectual property, classi�ed

national security information, or sensitive details about the organization itself. While the

tactics or techniques used by malicious actors may change regularly, the location from which

they get that information does not.

Mixed and undetermined cyber events are also cyber-attacks, where criminal actors also

use techniques such as double extortion, which involves data ex�ltration (exploitative) and

encryption (disruptive).

Criminally motivated attackers seek �nancial gain through monetary theft, data theft, or

business disruption. Cybercriminals may hack into a bank account to steal money directly or

use social engineering scams to trick people into sending money to them. Hackers may steal

data and use it to commit identity theft or sell it on the dark web or hold it for ransom. They

may mainly use ransomware or other tactics to hold data or devices hostage until a company

pays. However, according to the most recent statistics, 32 percent of cyber incidents involved

the theft and sale of data rather than encryption for extortion.

[Please Insert Table 1 around here]

2The taxonomy proposed by Harry and Gallagher (2018) is based on reported cyber events and does not
consider unreported attacks, although these events might happen more frequently.
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Table 1 reports the summary and the descriptive statistics of the durations, across the

analyzed event types. On average, the number of days from one cyber disruptive event to the

next is equal to 3.1068; whereas, the standard deviation is equal to 5.2472. The exploitive

as well as the mixed and undetermined cyber events are more frequent than the disruptive

events. On average, the exploitive cyber events occur almost every day and the mixed and

undetermined cyber events result every three day. The timing uncertainty, measured by the

standard deviation decreases to 1.7106 for the exploitive cyber events and reaches the value

of 15.6771, for mixed and undetermined cyber events.

[Please Insert Figure 1 around here]

Figure 1 shows the evolution of the durations for the analyzed event types and for the

investigated period. The maximum number of days, from one cyber event to the next

one, is equal to 73 for disruptive cyber-attacks. This level decreases to 43 for exploitive

cyber-attacks and increases to 401 for mixed and undetermined cyber events. Whereas, the

minimum number of days is equal to 0, across event types.

3. The Model

This section proposes the statistical approach for modeling the dynamic of the duration (D) ,

de�ned as the number of days (N) from one cyber event to the next ones. The model relies on

the AutoRegressive Moving Average model (ARMA), with one own lagged variable and one

moving average term as well as on the Power Autoregressive Conditional Heteroskedastic

model (PARCH), introduced by Ding et al. (1993), for describing the evolution of the

conditional variance of the duration, as a metric of uncertainty.

The series of the duration D, related to the cyber-attack (τ) , if it is stationary, can be

de�ned in the following way:
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D
τ
= N

τ
−N

τ−1 (1)

D
τ
= a (1) + a (2) ·D

τ−1 + ϵ
τ
+ a (3) · ϵ

τ−1 (2)

where, a (1) is the constant of the mean equation; whereas, a (2) and a (3) respectively

depict the autoregressive and the moving average component of the mean equation. The

terms ϵ1, ...., ϵτ are i.i.d. white noise error terms, that are commonly normal random vari-

ables. Further, the conditional variance of D, related to the cyber-attack τ can be written

as follows:

(

√

σ2
τ

)a(8)

= a (4) + a (5) · (abs (ϵ
τ−1)− a (6) · ϵ

τ−1)
a(8)

+ a (7)
(

√

σ2

τ−1

)a(8)

, (3)

where, a (4) is the constant term of the deterministic variance process; a (5) is the co-

e�cient for the ARCH component; a (6) is the asymmetry coe�cient for the deterministic

variance process; a (7) is the coe�cient of the GARCH component; a (8) is the coe�cient for

the power transformation term inclusive of any positive value.

The statistical approach incorporates the evolution of the conditional variance and relies

on the standard class of ARCH model (Engle 1982), which speci�es the use of a squared

term in that the conditional variance is speci�ed as a function of past squared residuals

and variances. It captures the tendency of the duration for the cyber events volatility to

cluster, meaning periods of high volatility tend to be followed by more high volatility, and

periods of low volatility tend to be followed by more low volatility. The PARCH model

also incorporates the Taylor (1986) and Bollerslev (1986) GARCH model, which relates the

conditional standard deviation as a function of past lagged absolute residuals and standard

deviations.
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4. Empirical Results

The estimation results rely on the Berndt-Hall-Hall-Hausman (BHHH) algorithm (Berndt

et al. 1974) that is a numerical optimization algorithm similar to the Newton-Raphson

algorithm, but it replaces the observed negative Hessian matrix with the outer product of

the gradient. The optimization algorithm begins at an initial estimate for the optimal values

and proceeds iteratively to get better estimates at each stage, till when there is a convergence

for �nding the solutions. For simplicity, the maximum number of iterations is �xed to n. 500

and the convergence rate to 1e-06. The step method is based on the Levenberg-Marquardt

algorithm (Levenberg 1944; Marquardt 1963) that is more robust than the Gauss-Newton

algorithm, since it allows to derive solutions even if the algorithm starts very far o from

the �nal minimum. In cases with multiple minima, the algorithm converges to the global

minimum only if the initial guess is already somewhat close to the �nal solution.

The statistical models for the durations related to cyber events are respectively the

following: ARMA(1,1) with PARCH(1,1) variance and normal errors, for DISRUPTIVE

cyber-attacks; ARMA(1,1) with PARCH(1,1) variance and generalized errors distribution,

for EXPLOITIVE cyber-attacks; ARMA(1,1) with PARCH(1,1) variance and normal errors,

for MIXED and UNDETERMINED cyber-attacks.

[Please Insert Table 2 around here]

Table 2 reports the estimation results for the statistical models. The coe�cients of the

approaches for the durations of disruptive, exploitive as well as mixed and undetermined

cyber-attacks are all statistically signi�cant at 1% level. The signs of the moving average

components related to the mean equations are negatives. Regarding the conditional variance

processes, the coe�cient for the ARCH component is equal to 0.095 for the duration of

disruptive cyber-attacks. It increases to 0.562 for exploitive cyber events and decreases to

0.050 for the duration of mixed and undetermined cyber-attacks.
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The asymmetric response of volatility to positive and negative dramatic variations of

the duration is also evident for disruptive as well as mixed and undetermined cyber-attacks.

The coe�cients that depict the asymmetry e�ect of the models respectively reach a level of

-0.832 for the duration of disruptive cyber-attacks and -0.942 for the duration of mixed and

undetermined cyber-attacks. This level is positive and equal to 0.629 for the duration of

exploitive cyber-attacks. Further, the coe�cients that depict the persistence of the variance

component for disruptive as well as mixed and undetermined cyber-attacks are respectively

equal to 0.926 and 0.939.

[Please Insert Table 3 around here]

The results related to the goodness of �t for the models are reported in Table 3. In

particular, the proportion of the variance in the dependent variable that is explained by the

independent variables, that also accounts for the number of predictors, is equal to 0.153 for

the duration of disruptive cyber-attacks. The adjusted R-squared reaches a level of 0.259 for

the duration of mixed and undetermined cyber events and decreases to 0.020 for exploitive

cyber attacks.

Further, the metrics for the selection of the models, within the approaches characterized

by GARCH e�ects, respectively reveal how ARMA(1,1) with PARCH(1,1) variance and

normal errors, ARMA(1,1) with PARCH(1,1) variance and generalized errors distribution as

well as ARMA(1,1) with PARCH(1,1) variance and normal errors are the best models for the

durations of disruptive, exploitive and mixed and undetermined cyber events. In particular,

the Schwartz Information Criterions are respectively equal to 5.147, 3.224 and 3.885.

[Please Insert Figure 2 around here]

Figure 2 respectively shows the evolution of the conditional volatility for the durations.
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For disruptive cyber events, the mean of the conditional standard deviation is equal to 3.873;

it respectively reaches a maximum level of 17.89 and a minimum level of 0.73, with a skewness

that is equal to 1.38. The chart also shows the evolution of the conditional volatility for the

duration of exploitive as well as mixed and undetermined cyber-attacks. In particular, the

mean and the skewness of the conditional standard deviations are respectively equal to 1.50

and 4.81 for exploitive cyber-attacks; whereas, these values are respectively equal to 2.92

and 7.01 for mixed and undetermined cyber-attacks.

4.1 Out-of-sample results

This subsection reports the results of the out-of-sample forecasts of the model, with the aim

to evaluate the performance on the test data. Out-of-sample forecasting involves testing a

model's predictive accuracy on data it hasn't been trained on, providing a more realistic

assessment of its generalizability. For the purpose of the analysis, the durations of cyber

attacks are splitted into a training set, based on 50% of the durations, used to develop the

model and a separate test set, based on the remaining observations, used for evaluation.

Out-of-sample forecasts are considered more trustworthy than in-sample forecasts because

they avoid over�tting to the training data and better re�ect real-time information.

[Please Insert Table 4 around here]

Table 4 contains the metrics of performance (Root Mean Square Error, Mean Absolue

Error, Theil Inequality Coe�cient, Bias Proportion and Variance Proportion), based on the

test sample of observations. The table also reports the percentage of correctly forecasted

cyber attacks, based on the comparison of realized durations and the rounded one-step ahead

forecasts (static forecasts) of the durations. In particular, the Theil Inequality Coe�cient,

that quanti�es the discrepancy between the actual values and the forecast values, is respec-

tively equal to 0.462 for the duration of disruptive cyber-attacks, 0.668 for the duration of
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exploitive cyber-attacks and 0.468 for the duration of mixed and undetermined cyber-attacks.

The percentage of correctly forecasted durations is respectively equal to 18.83% for disrup-

tive events type, 55.15% for exploitive events type and 33.02% for mixed and undetermined

events type.

5. Conclusion

Cyber-attacks are exponentially increasing, enhancing the necessity to design more relevant

prediction models and approaches due to several limitations and assumptions of mathemat-

ical modeling techniques such as Bayesian Joint Probability, Monte Carlo Simulations and

Probability Distributions to provide alternative methods for cyber-attack forecasting.

This paper is a pioneering contribution in the cybersecurity literature that proposes a

simple statistical methodology for predicting and forecasting cyber events. The statistical

approach models the duration, de�ned as the number of days from one cyber event to the

next ones, relying on the AutoRegressive Moving Average model (ARMA), with one own

lagged variable and one moving average term as well as on the Power Autoregressive Con-

ditional Heteroskedastic model (PARCH), introduced by Ding et al. (1993), for describing

the evolution of the conditional variance of the duration, as a metric of uncertainty. While

Deep learning and machine learning (ML) algorithms have been widely used to predict cyber

threats, the role of time series methodologies able to predict and forecast cyber-attacks is

becoming prominent.
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Table 1. 

Summary Statistics 

 
The table contains the summary statistics (mean, median, max., min. std. dev, skewness and kurtosis) for the so called DURATION, the number of days from one 

cyber attack to the next ones. The table respectively contains the descriptive statistics for n. 1189 DISRUPTIVE cyber attack events, n. 3490 EXPLOITIVE cyber 

attack events as well as n. 1284 MIXED and UNDETERMINED events. The data are from the CISSM Cyber Attacks Database (https://cissm.umd.edu/cyber-

events-database), collected by the University of Maryland and for the period from January 1st, 2014 to February 15th, 2024. 

 

 

 

Descriptive  

Statistics 

 

CYBER ATTACK 

 

DISRUPTIVE 

 

EXPLOITIVE 

 

MIXED and UNDETERMINED 

 

Mean 

 

Median 

 

Max. 

 

Min. 

 

Std. dev. 

 

Skewness 

 

Kurtosis 

 

3.1068 

 

1.0000 

 

73.0000 

 

0.0000 

 

5.2472 

 

4.6914 

 

40.1965 

 

1.0590 

 

1.0000 

 

43.0000 

 

0.0000 

 

1.7106 

 

6.4103 

 

115.6759 

 

2.8108 

 

1.0000 

 

401.0000 

 

0.0000 

 

15.6771 

 

17.0356 

 

371.3736 

 

https://cissm.umd.edu/cyber-events-database
https://cissm.umd.edu/cyber-events-database


Table 2. 

Estimation Results 

 
The table contains the estimation results of the econometric procedures that depict the evolutions of the called 

DURATIONS, the number of days from one cyber attack to the next ones for DISRUPTIVE (Panel 2.1), 

EXPLOITIVE (Panel 2.2) as well as MIXED and UNDETERMINED (Panel 2.3) event types. Panel 2.1 reports 

the estimation results for the ARMA(1,1) with PARCH(1,1) volatility and Normal Errors. a(1) is the constant of 

the mean equation; whereas, a(2) and a(3) respectively depict the autoregressive and the moving average 

component of the mean equation; a(4) is the constant term of the deterministic variance process; a(5) is the 

coefficient for the ARCH component; a(6) is the asymmetry coefficient for the deterministic variance process; 

a(7) is the coefficient of the GARCH component; a(8) is the coefficient for the power term. Panel 2.2 reports the 

estimation results for the ARMA(1,1) with PARCH(1,1) volatility and generalized errors distribution (GED). b(1) 

is the constant of the mean equation; whereas, b(2) and b(3) respectively depict the autoregressive and the 

moving average component of the mean equation; b(4) is the constant term of the deterministic variance 

process; b(5) is the coefficient for the ARCH component; b(6) is the asymmetry coefficient for the deterministic 

variance process; b(7) is the coefficient for the power term; b(8) is the parameter that depicts the generalized 

errors distribution. Panel 2.3 reports the estimation results for the ARMA(1,1) with PARCH(1,1) volatility and 

Normal Errors. c(1) is the constant of the mean equation; whereas, c(2) and c(3) respectively depict the 

autoregressive and the moving average component of the mean equation; c(4) is the constant term of the 

deterministic variance process; c(5) is the coefficient for the ARCH component; c(6) is the asymmetry coefficient 

for the deterministic variance process; c(7) is the coefficient of the GARCH component; c(8) is the coefficient 

for the power term. The table also reports the estimated values (Est. Values), z-statistics (z-Stat.) and the 

statistical significance (p-values). 

 

 

Panel 2.1: DISRUPTIVE cyber attacks 

 

 

 

 

Coefficients 

 

 

 

ARMA(1,1)/PARCH(1,1) 

 

 

Est. Values 

 

 

z-Stat. 

 

 

p-values 

 

 

 

a(1) 

 

a(2) 

 

a(3) 

 

a(4) 

 

a(5) 

 

a(6) 

 

a(7) 

 

a(8) 

 

 

1.929 

 

0.980 

 

-0.867 

 

0.015 

 

0.095 

 

-0.832 

 

0.926 

 

0.305 

 

 

30.304 

 

322.435 

 

-80.840 

 

6.608 

 

17.337 

 

-24.792 

 

213.333 

 

6.173 

 

 

0.000 

 

0.000 

 

0.000 

 

0.000 

 

0.000 

 

0.000 

 

0.000 

 

0.000 

 

 

 

 

 

 

 

 

 

 



Panel 2.2: EXPLOITIVE cyber attacks 

 

 

 

 

Coefficients 

 

 

 

ARMA(1,1)/PARCH(1,1) with GED 

 

 

Est. Values 

 

 

 

z-Stat. 

 

 

 

p-values 

 

 

 

b(1) 

 

b(2) 

 

b(3) 

 

b(4) 

 

b(5) 

 

b(6) 

 

b(7) 

 

b(8) 

 

 

23.584 

 

1.000 

 

-0.980 

 

1.234 

 

0.562 

 

0.629 

 

1.228 

 

0.712 

 

 

20.462 

 

59528.65 

 

-935.39 

 

10.622 

 

4.283 

 

12.817 

 

3.886 

 

41.958 

 

 

0.000 

 

0.000 

 

0.000 

 

0.000 

 

0.000 

 

0.000 

 

0.000 

 

0.000 

 

 

 

Panel 2.3: MIXED and UNDETERMINED cyber attacks 

 

 

 

 

 

Coefficients 

 

 

 

ARMA(1,1)/PARCH(1,1)  

 

 

Est. Values 

 

 

 

z-Stat. 

 

 

 

p-values 

 

 

 

c(1) 

 

c(2) 

 

c(3) 

 

c(4) 

 

c(5) 

 

c(6) 

 

c(7) 

 

c(8) 

 

 

1.208 

 

0.956 

 

-0.873 

 

0.041 

 

0.050 

 

-0.942 

 

0.939 

 

0.643 

 

 

7.785 

 

96.326 

 

-58.583 

 

9.865 

 

7.560 

 

-9.127 

 

134.206 

 

7.181 

 

 

0.000 

 

0.000 

 

0.000 

 

0.000 

 

0.000 

 

0.000 

 

0.000 

 

0.000 

 

 

 

 

 

 

 



Table 3. 

Goodness of fit of the models 
The table reports the metrics of goodness of fit (R-squared, Adjusted R-squared, Akaike Information Criterion, Schwartz Criterion, Hannan-Quinn Criterion) for the 

models that depict the evolution of the duration, defined as the number of days from one cyber attack to the next ones for DISRUPTIVE, EXPLOITIVE as well as 

MIXED and UNDETERMINED event types. The selected econometric models for the durations are respectively the following: ARMA(1,1) with PARCH(1,1) volatility 

and Normal errors, for DISRUPTIVE cyber attacks; ARMA(1,1) with PARCH(1,1) volatility and GED, for EXPLOITIVE cyber attacks; ARMA(1,1) with PARCH(1,1) 

volatility and Normal Errors, for MIXED and UNDETERMINED cyber attacks. 

 

 

 

 

 

Metrics of goodness of fit 

 

 

 

CYBER ATTACK 

 

 

DISRUPTIVE 

 

 

EXPLOITIVE 

 

 

MIXED and UNDETERMINED 

 

 

R-squared 

 

Adj. R-squared 

 

Akaike Information Criterion 

 

Schwartz Information Criterion 

 

Hannan-Quinn Criterion 

 

 

 

0.154 

 

0.153 

 

5.113 

 

5.147 

 

5.126 

 

 

 

0.020 

 

0.020 

 

3.210 

 

3.224 

 

3.215 

 

 

 

0.260 

 

0.259 

 

3.852 

 

3.885 

 

3.865 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Table 4. 

Forecasts of the Durations for the cyber attacks 

 
The table contains the out-of-sample results based on 50% of the observations for DISRUPTIVE, EXPLOITIVE as well as MIXED and UNDETERMINED cyber 

attack event types. It shows the Root Mean Square Error (RMSE), the Mean Absolute Error (MAE), the Theil Inequality Coefficient, the Bias Proportion and the 

Variance Proportion. The table also reports the percentage of correctly classified cyber attacks, based on the comparison of realized durations and the rounded one-

step ahead forecasts (static forecasts) of the durations. The data are from the CISSM Cyber Attacks Database, collected by the University of Maryland and for the 

period from January 1st, 2014 to February 15th, 2024. 
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Figure 1. 

Durations 
The figure shows the durations, defined as the number of days from one cyber attack to the next ones for 

DISRUPTIVE, EXPLOITIVE as well as MIXED and UNDETERMINED event types. The data are from the CISSM 

Cyber Attacks Database (https://cissm.umd.edu/cyber-events-database), collected by the University of 

Maryland and for the period from January 1st, 2014 to February 15th, 2024. 
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Figure 2. 

Conditional Volatility of the Durations 
The figure shows the evolution of the conditional volatility for the duration of DISRUPTIVE, EXPLOITIVE as 

well as MIXED and UNDETERMINED cyber attacks. The left axis reports the duration, defined as the level of 

the conditional standard deviation; whereas, the bottom axis reports the cyber attacks. The data are from the 

CISSM Cyber Attacks Database (https://cissm.umd.edu/cyber-events-database), collected by the University 

of Maryland and for the period from January 1st, 2014 to February 15th, 2024. 
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